NupopmannonHas naMaTKa

NJ1s1 00y4aKIUXCcs JJIs pa3Menienusi Ha opunmnaabHbIX UHTEpHET-pecypcax
(ITpunoxenne Ne2)

C KaxkabIM roqom MOSoAEXN B UHTEPHETE CTaHOBUTLCA 60nblue, a LWKOMNbHUKMA OOHN U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TeM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT 1 Npobrembl. ATa NamsaTka AOMMKHA NOMoYb Tebe
©e3onacHoO HaxoAUTbCA B CETW.

KomMnbroTepHble BUPYCbI

KoMNbOTEPHbLIV BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamMm,
OTNNYNUTENBHON OCOBEHHOCTLIO KOTOPOK SIBMSIETCA CMNOCOBHOCTL K padMHOXeHUto. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITU MOMHOCTLIO YHUYTOXUTb BCE
dhansibl U JaHHble, MOAKOHTPOSIbHbBIE NOSIb30BaTEN, OT MMEHU KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpamMmmMa, a Takke noBpeauTb U gaxe YHUUTOXUTb
onepaumoHHY0 CUCTEMY CO BCEMU dharnamm B Lenom. B 6onblInHCTBE crnyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aWnTbI OT BpeaOHOCHbIX nporpamMmm.

1. Micnonb3yn coBpeMeHHble ornepauyoHHble CUCTEMbI, UMEIOLLNE CEPLE3HBIN YPOBEHDb
3aWMThbl OT BP€AOHOCHbIX MporpamMm;

2. [oCTOSAAHHO yCcTaHaBnNuBam nayTu (LMdpoBsble 3annaTku, KOTopble aBTOMaTUYECKU
yCTaHaBMMBAaOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 apyrme o6HOBNEHUS CBOEN
onepaumnmoHHon cnctemMbl. CkaunmBam Ux TONbKO C odpuUManbHOro canTta paspaboTynka
OC. Ecnu cywiecTtByeT pexnumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYN €rO;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NMOA NpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. ATO He NO3BONUT BOSLLUMHCTBY BPEAOHOCHbIX MporpamMm
WMHCTannMpoBaTbCs Ha TBOEM NEPCOHaNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPON3BOAUTENEN, C
aBTOMaTM4eCcKMM oOHoBNeHnem 6as;

5. OrpaHunyb M3nYeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLUHNE HOCUTENN MHPOPMaLMN, Takme Kak prielka, AuCK unm gann na
WHTEpPHEeTAa, TONbKO U3 NPOEPEHHbBIX NCTOYHUKOB,

7. He oTKpbIBan KOMNbIOTEPHbIE ddalnbl, NOMyYeHHbIe N3 HEHAOEXHbIX MCTOYHUKOB.
[axe Te dpansbl, KOTOpPbIEe NpUcrasn TBOW 3HAaKOMbIW. Jlydlle yTO4YHN Yy Hero, oTnpassnian
nn oH Tebe ux.

Cetun WI-FI

Wi-Fi - aT0 He BUA nepefayv AaHHbIX, HE TEXHOMOrMS, a BCero nuib 6peHa, mapka.
Ewe B 1991 rogy Hugepnangckasa komnaHus sapernctpmposana opeHg « WECA», 4to
obosHa4vano cnosocoyeTaHne «Wireless Fidelity», koTopbIi nepeBoguTcs Kak
«BecnpoBogHas TOYHOCTbY.



[o Hawero BpemeHn gowna gpyras abbpesnaTtypa, KOTopas SBNAETCA TaKOM Xe
TexHonoruen. 3to abopesmatypa «Wi-Fi». Takoe HazBaHue BbINo 4aHO C HAMEKOM Ha
cTaHdapT BbiCLUMKW 3ByKOBOW TexHWkM Hi-Fi, 4yTO B nepeBoae 03HavaeT «BblCOKas
TOYHOCTb».

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTeNsIX 1 aspornopTax ABMsSeTCA OTSIMYHON
BO3MOXHOCTbIO BbIX0[a B MHTEPHET. HO MHOrMe akcnepTbl CYUTAKOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsaitoTcst 6e3onacHbIMN.

CoBeTbl o 6e3onacHocTn paboTe B 0bwenoctynHbix cetax Wi-fi:

1. He nepegasan cBO nNn4Hyto nHdopmaumto Yyepes obwenoctynHblie Wi-Fi cetw.
PaboTtas B HuX, )xenaTtefnbHO He BBOAUTb Naposiv A0CTyna, NIOrMHbl U Kakme-To HOMepa,;

2. cnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuib cebs OT 3aKayku BUpyca Ha TBOE YCTPOWUCTBO;

3. MNpwu ncnonssoBaHumn Wi-Fi oTknoum pyHkuuio «O6wmm goctyn K oannam u
npyHTEpamMy». [laHHas yHKUMSA 3aKpbiTa N0 YMOMYaHUIO, OAHAKO HEKOTOpPbIE
nosfib3oBaTesiv akTMBUPYIOT e€ Ang ygobcTea ncnonb3oBaHnsa B pabote unm yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepegaym nnyHbIX gaHHbIX, HAnpumMep ans
BbIX04a B coumnarnbHble CETU UIU B ANIEKTPOHHYIO MOYTY;

5. inonb3yi TONbKO 3alumieHHoe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAM MMEHHO «https://»;

6. B mobunsHoM TenedoHe oTkroun pyHkumo «MoaknoyeHune Kk Wi-Fi
aBTOMaTU4eckn». He gonyckai aBToMaTM4YeCKOro NOAKMYEHNSA YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouunanbHble ceTu

CoumanbHble ceTU akTUBHO BXOASAT B HaLly XXW3Hb, MHOTME oy paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxxe 3apernctpupoBaH Munnunapg YenoBek, 4YTo
ABMSETCA OQHOW CeabMOW BCEX XuTernen nnaHetol. MHOrne nonb3oBaTenuv He
MNOHMMAIOT, YTO MHPOPMALMSA, pasMeELLEHHAsa MU B COLMATbHbBIX CETAX, MOXeT BbITb
HangeHa n ncnonb3oBaHa KeM YrogHo, B TOM 4ucrie He obasaTtensHo ¢ bnarnmm
HaMepeHNaMN.

OcHoBHbIe coBeTbI N0 6e30NacHOCTM B COLMANbHbLIX CETSX:

1. OrpaHuyb cnncok gpysen. Y 1ebs B Apy3bsaX He JOMKHO ObITb CriyvarHbIX 1
HE3HaKOMbIX NOOEN;

2. 3awuman cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUS U APYIYIO JIMYHYIO0 MHOPMaLMIO. 3M0YMbILLSIEHHUKN MOTYT
NCNoSb30BaTh Aaxe MHAOPMAaLMIO O TOM, KaK Tbl U TBOM POAUTENM NNaHupyeTe
NPOBECTU KaHUKYbI;



3. 3awumuan cBol penyTauuio - AepXn ee B YNCTOTE U 3agaBan cebe BoNpocC: XoTen
Obl Tbl, YTOOLI ApyrMe Nnonb3oBaTeny BUAENN, YTo Thbl 3arpyxaelb? MNogyman, npexae
4YeM 4YTO-TO onybnMKkoBaTb, HANUCaTb U 3arpy3nThb;

4. Ecnu Tbl rOBOpULLb C MOAbMW, KOTOPbIX HE 3HaELLb, HE UCMONb3YI CBOE pearbHoe
NUMSI U OPYTYIO NTIMYHYI0 MHAOPMALIMK: UMSsI, MECTO XXMTENbCTBA, MECTO y4elbbl 1 NPoYeE;

5. N3bBeran pasmelyeHus goTtorpaduin B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO onpeaenuTb TBOe MeCTOMOSNOXEHNE;

6. Mpwn pernctpaumm B coumanbHOM ceTu HeOBXOAMMO UCNOSb30BaTb CIIOXKHbIE NApPOsK,
cocrosime n3 BykB 1 LGP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ans coumnanbHOM CeTn, NOYTbI U apyrnx canToB He06Xo0aMMO NCMONbL30BaTb pa3Hble
naposnu. Toraa ecnu Tebs B3nomatoT, TO 3JTIOYMbILWTEHHUKK NOJTyHaT A0CTYN TOJIbKO K
OQHOMY MECTY, a He BO BCeE Cpagy.

ONEeKTPOHHbIe AeHbIM

ONIEKTPOHHbIE AEHBLIM — 3TO OYEeHb YAO0OHbIN cnocob nnaTtexen, o4HaKo CyLeCTBYIOT
MOLLEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

OneKTPOHHbIE AEHbMN NOSIBUIIUCH COBCEM HEQABHO Y MUMEHHO N3-3a 3TOr0 BO MHOIMMX
rocyaapcTBax 4O CUX MOop He NPONUCaHOo NPO HUX B 3aKOHaXx.

B Poccum e oHM YyHKLUNMOHMPYIOT M O HUX Y>Ke MNPONUCaHo B 3aKOHe, rae nx
pas3fnensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHUMHBbIE. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoANTb onepaunn 6e3
noeHTurKaumm nonb3oBaTesnis, a B HeaHOHUMHbIX MAEHTUdUKaumm nons3oBartens
aBnsaeTca ob6asaTtensHon.

Takxke criegyeTt pasnuyaTb 3NEKTPOHHbIE dUaTHbIE AeHbIN (paBHbI FOCYAapCTBEHHbLIM
BarnTam) 1 ANEKTPOHHblE HedomaTHble OeHbIM (He paBHbI FOCy4apCTBEHHbBIM
BanTam).

OcHoBHbIE cOBETHI N0 Be3onacHon paboTe ¢ SNEKTPOHHLIMU AEHbraMm:

1. MpumBsKM K cHETY MOBUITbHBIN TenedOoH. ITO camMbl yOOOHbI 1 BbICTPLIA CNOCo0
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIn TenedoH NOMOXET, ecniv 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOWCTBA;

2. icnonb3yn ogHopasosble naponuv. MNocne nepexoaa Ha yCUIEHHYHO aBTOPU3aLUIO
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb KPaxu UNn nepexasaTa niaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTo yragaTb CHOXHbIN
naposib. HagexHsle naponm — 370 naposiv, KoTopble cogepXaTt He MeHee 8 3HaKOB U
BKMtOYaoT B cebs1 CTPOYHbIE N NPONUCHbIE DYKBbI, LMPbI N HECKOSBKO CMMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocKnuuaTenbHbli 3Hak 1 7.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM NUYHblE AaHHble Ha canTax, KOTOPbIM HE OOBeEpPAELLb.

ANeKTpOoHHas no4Ta



OJIEKTPOHHAs NnoYTa — 3TO TEXHOMOMMNA N NpefocTaBnseMble et YyCrnyru rno nepecbisike
N NONYYEHUIO ANEKTPOHHBIX COOBLLIEHMIA, KOTOPbIE pacnpedensatoTcs B KOMMbIOTEPHOM
ceTn. OBbI4HO SMEKTPOHHbIV MOYTOBLIN AWK BbIrNAANT Crieayowmm obpasom:
NMSA_Nonb3oBaTena@umsa_aoMeHa. Takke KpoMe nepefadm NnpocToro Tekcta, MMeeTcs
BO3MOXHOCTb nepefasatb dpaunsibl.

OcHOBHbIe coBeThbl N0 be3onacHoW paboTe ¢ ANEeKTPOHHOW NMOYTOWN:

1. Hago BbIGpaTh NpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTh OrPOMHbIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBay B NMMYHOM NOYTE NUYHYI0 MHGopmaumo. Hanpumep, nydwe BoibpaTtb
«My3blKanbHbIM_haHat@» unu «pok2013» BmecTo «Temal3y»;

3. Vicnonb3yn aByxaTanHyto aBTopM3aumio. ITo Koraa NOMMMO Napons Hy>KHO BBOAUTb
Kog, npucbinaembii no SMS;

4. Bblbepu cnoxHbii naponb. [Ans Kaxaoro noYToBOro silMka 4omkeH ObiTb CBOW
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Naporb;

5. Ecnun eCcTb BO3MOXXHOCTb Hanmcatb CaMOMY CBOW JINYHbIA BONPOC, UCMNOSb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBKO MOYTOBbLIX AWMKOB. NepBblt 4151 YaCTHOW NepenncKu ¢
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO 3NIEKTPOHHbIN agpec He Hago
Mcnonb3oBaTh NPU perncTpauum Ha oopymax u cantax;

7. He oTkpbiBan hannbl U Apyrue BrOXeHUs B NMCbMax AaXke ecrni OHU NpULLu oT
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBASann nivm oHn Tebe aTn pannsi;

8. Nocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepes 3akpbiTUEM BKAAOKM C
canTom He 3abyab HaxaTtb Ha «Bbintny.

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesnibCTBO
KnbepbynnuHr — npecnegoBaHmMe COOOLEHNSIMIN, COAEPKaLLMMMN OCKOPBneHus,

arpeccuto, 3anyrMBaHue; XynmnraHcTBO; colpanbHoe 6oMKOTUPOBaHME C MOMOLLbHO
pasnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHbIe coBeThbl N0 bopbbe ¢ KMbEepOYNIINHIOM:

1. He 6pocaiics B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BeCTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTuUTbCS, TO BHa4ane ycrnokontbcs. Ecnu Tl Ha4Helb
oTBeYaTb OCKOpPOneHMaAMN Ha OCKopBNeHnst, TO TOMbKO eLe 6onblue pasoxokeLlb
KOHQOINKT;

2. YnpaBnsu cBoen kubeppenyTtaumnen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTByPOT Cnocobbl BbISICHUTbL, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;



4. He cTtouT BECTU XynuraHcknin obpas BUPTYarnbHOW XXMU3HU. VIHTEPHET oUKCUpyeT BCe
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx yaet kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBon BUPTYyaribHYt0 YECTb CMOJIOAY;

6. rHopupyn eamHnyHbin Heratme. OQHOpPa30Bblie OCKOPOUTENBbHbLIE COOBLLEHMS
nyywe nrHopuposatb. OBGbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOOLLEHNI C
onpeferneHHbIX agpecos;

8. Ecnu Tbl cBnaeTenb knbepbynnuHra. TBou AENCTBUS: BbICTYNNTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4enCTBUSA OLEeHMUBAKTCA HEraTMBHO,
noaaepkaTb XepTBY, KOTOPOW HY>XHa NCMXonornyeckasi NOMoLb, COOBLLNTEL B3POCIbIM
0 paKTe arpeccmMBHOro NOBEAEHNSA B CETMU.

MoGunbHbIN TenedoH

CoBpeMeHHble cMapTOHbl U NaHwWeTbl coaepkaT B cebe BnosHe B3pOoChbii
byHKUMOHAT, 1 Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHapPHLIMU KOMMbIOTEPaAMMU.
OpHako, CpeAcTB 3alumMTbl Ans NoA0OHbLIX YCTPOMCTB Noka o4eHb Mano. TecTupoBaHue
1 NOUCK YSAI3BUMOCTEN B HUX MPOUCXOONUT HE Tak MHTEHCUBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBLIX MPUIOXEHWUNA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NpakTUYECKN LOrHann HacTosnbHbIE
aHanoru, ogHako paclmpeHne yHKLMoHana BrieyeT 3a cobon 6onbLUY CIIOXHOCTb U
MEHbLLYIO 3aLUULLIEHHOCTbD.

[laneko He Bce npon3BOANTEITIN BbllMyCKatloT oOHoBNEHUA, 3aKpbiBawLWne KpUTN4ECKmnEe
YyA3BUMOCTU OJ1A CBOUX yCTpOVICTB.

OcHoBHbIe coBeThbl Ang 6e30nacHOCTU MODUIbHOro TenedoHa:

1. Hnyero He siBnsieTca no-HactosiweMy 6ecnnaTHbIM. Byab ocTopoxeH, Beab korga
Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-To nraTHble
ycnyru;

2. dyman, npexae 4yem otnpaButb SMS, dboto nnun Bugeo. Tbl TOYHO 3HaeLlb, r4e OHU
OyayT B KOHEYHOM UTore?

3. HeobxoamMmo oBHOBMATL ONEpPaLMOHHYH0 CUCTEMY TBOEro CMapTdOHa;
4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMmbl 4511 MOBUbHbIX TeNedOHOB;

5. He 3arpyxai npunoxeHust oT HEM3BECTHOIO NCTOYHWKA, BE[b OHW MOTYT COAEpXaTb
BpeAoHOCHOE NnporpamMmmHoe obecrneyeHue;

6. Nocne TOro Kak Tbl Bbl4eLb C calTa, rae BBOAWI INYHYO MHGOPMaLUUIO, 3anan B
HacTponku bpaysepa un yganu cookies;

7. I'Iepmo,u,mquKM I'IpOBepFIIZ KakKune niaTtHble YCIyrn aktuBupoBaHbl Ha TBOEM HOMEPE;



8. [JaBan cBoW HOMEP MOBMMIBLHOrO TenedoHa TONbKO NIDAAM, KOTOPbIX Thl 3HaELUb U
KOMY JOBepsieLLb;

9. Bluetooth gomkeH 6bITb BbIKIHOYEH, KOrAa Thl UM He Nonb3yellbes. He 3abbiBan
NMHoraa npoBepsATb 3TO.

Online urpsbl

CoBpeMeHHbIE OHMAaMH-UIPbI - 3TO KPACOYHbIE, 3aXBaTbiBaKOLLNE pa3BeyeHus,
00beuHALWME COTHU ThICAY YENOoBEK No BCeMy MUpy. MIrpokn ncenegyot AaHHbIA UM
Mup, obLaTCca Apyr ¢ APYroMm, BbIMOMHAKT 3a4aHunsl, CpaXatTCsi C MOHCTPaMU U
nony4atoT onbIT. 3a yAOBONBbCTBME OHM NNATAT: NOKYNalT ANCK, ONfavmsatoT
aboHeMeHT nnun npuobpeTaroT Kakme-To Onunn.

Bce aTv cpeacTtBa nayT Ha NoAAepKaHue v pasBuTHe Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCS HOBbIE NaTyu
(umcbpoBble 3annaTtky A4S NporpamMM), 3aKpblBalOTCS YSI3BMMOCTU CEPBEPOB.

B nogoOGHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KPpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa CUMcTemMma aBTopu3aunn OonblNHCTBA urp.

OcHoBHbIe cOBETHI N0 6€30NaCHOCTN TBOErO UTPOBOrO akkayHTa:

1. Ecnn gpyron nrpok Beget cebsa nnoxo nnu cosgaet Tebe HeNpUATHOCTU, 3abnoknpym
€ro B CNu1cke UrpoKos;

2. I'I0>Kany1710ﬂ aadMUHNUCTPaTOopaM Urpbl Ha rnjioxoe nosBegeHmne 3Toro Nrpoka,
XenaTtesibHO NPpUnoXXmnTtb KaknMe-T1o goka3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBayn nn4Hy0 nHGopmaumo B npodamnne urpbl;
4. YBaxan gpyrnx y4HacTHUKOB MO Urpe;

5. He yctaHaBnvBam HeomumnanbHble naTtin n Moapl;

6. Micnonb3yn crnoXxHble 1 pasHble naponu;

7. [Jaxxe BO BpeEMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oka Tbl Urpaellb, TBOM
KOMNbIOTEP MOTYT 3apasuThb.

PULIKHT UnNu KpaXa JINYHbIX AaHHbIX

OO6bIYHON Kpaxkeln AeHer U JOKYMEHTOB CErofHs y)ke HUKOro He yauBMLLb, HO C
pasBUTUEM UHTEPHET-TEXHONOMI 3MOYMbILLNEHHUKN NEPEMECTUNUCH B UHTEPHET, U
NPOAOMKAaOT 3aHMMAaTbLCS «OOUMbIM» AENOM.

Tak nogBmnack HoBas yrpo3a: UHTePHET-MOLLUEHHMYECTBa UM OULLKHT, rNaBHas Lenb
KOTOPOro COCTOUT B NOSTy4EHMU KOHOMAEHUMANbHbIX aHHbIX NOfNb3oBaTenen —
norvHoB 1 naponen. Ha aHrnuiickom gasbike phishing untaeTcsa kak ouwmHr (ot fishing
— pbIBHaga nosns, password — naporsb).

OcHoBHbIe coBeThbl N0 bopbbe ¢ DULLNHIOM:




1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3floMaHa, To Heob6xoaMMo 3abnoKkMpoBaTh €€ U COOBLWMTL aAMUHUCTPaTOpaM pecypca
00 3TOM Kak MOXHO CKOpeE;

2. MCI'IOJ'Ib3yl7I BGe3onacHble Beb-canThl, B TOM Yucne, UHTEpPpHET-MarasmHoB "
NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILLUNIEHHWKM NOoNyYaT AOCTYN TOMBbKO K OAHOMY TBOEMY NPOuIIo B CETU, @ HE KO
BCEM,;

4. Ecnn Tebsa B3nomanu, To HeobxoaMMOo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KoTopble fobaBneHbl y Tebst B Apy3bsX, O TOM, YTO TebSA B3noManu 1, BO3MOXHO, OT
TBOEro MMeHun byaeT paccbinaTtbCs Cnam U CCbIfKM Ha (PULLMHIOBbIE CanTbl;

5. YcraHoBu HagexHbi naponb (PIN) Ha MOGUIbHBIN TenedoH;

6. OTKNOYKN coxpaHeHue napons B bpaysepe;

7. He oTKkpbiBan chansibl 1 gpyrne BrOXeEHUS B NUCbMax LaXke eCrv OHU MPULLIn OT
TBOUX ApYy3en. Jlydlle yTOYHWN Y HUX, OTNPaBnsAnM N oHn Tebe aTn dannsl.

LUndpoBas penytaums

LindbpoBas penytaums - 3T0 HeraTMBHas Ui NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytoias nHgpopmaumsa pasmeLleHHas B UHTEPHETE MOXET Cepbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearibHOM XN3HW. «LndpoBas penytaumnsay - aTo TBOM
UMUK, KOTOPbIN dopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOEe MecCTO XUTenbCTBa, y4ebbl, TBOe (PMHAHCOBOE NOSIOXEHNE, OCODEHHOCTU
Xapakrepa 1 pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorve noapoCTKM NErkoMbICNIEHHO OTHOCATCS K NyGrvkaunm nMyHon nHpopmauum B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUN. Thl Jaxe He CMOXelLlb AoragaTbCd
O TOM, YTO (poTorpadus, pasmeLLeHHas 5 net Hasag, ctana nPUYNHON OTKasa NPUHATb
Teba Ha paborTy.

KoMmeHTapuu, pasmelleHne TBoMx poTorpadun n gpyrme 4enctems MOoryT He
NCYE3HYTb Aaxe nocne Toro, Kak Tbl X yaanuib. Tbl HE 3HaeLUb, KTO COXpaHun 3Ty
MHOpMaUuio, nonana fin oHa B NOUCKOBbLIE CUCTEMbI U COXPaHUIacb N OHa, a
rmaBHOE: YTO NoAyMaloT O Tebe oKkpyxatoLee Noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdopmaumio MHOro neT CnycTsi CMOXeT Nobon - kak U3 Aobpbix NOOyKaeHUN,
Tak U C HAMepEeHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.

OcHOBHbIE COBETHI NO 3aLUMTE LMPPOBOM penyTauum:

1. Moayman, npexae 4em 4YTo-To NybnvkoBaTb U Nnepegasath y cebsi B 6rore unu B
counanbHoOu CeTu;

2. B HacTporikax npoguns yCTaHOBU OrpaHMYeHnst Ha NpoCMOTpP TBOEro npoduns n ero
COOEPXKMMOro, caenam ero TonbKo «4Nna Apy3eny;



3. He pa3meLuan n He ykasbiBa MHOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnatb
nnm obumxaTb.

ABTOpCKOe npaBo

CoBpeMEeHHbIE LLKOSNbHUKN- aKTMBHbIE NOfb30BaTeNn LMGPOBOro NPoCTpaHCTBa.
OpHako faneko He BCce 3HatoT, YTO NOSIb30BaHNE MHOMMMUY BO3MOXHOCTSIMU LIMcppOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEKTyanbHyt COBCTBEHHOCTD.

TepMUH «MHTennekTyanbHas CO6CTBEHHOCTb» OTHOCUTCS K Pas3nnYHbIM TBOPEHMSM
YeroBeYeckoro yma, HaunmHasi C HoBbIX M300peTEHUI N 3HaKOB, 0603HaYaoLLMX
COBCTBEHHOCTb Ha NPOAYKTbI M YCIYrK , U 3aKaH4MBasi KHuramu, otorpadusamu,
KMHOUIIbMaMK U My3blKarbHbIMU NMPON3BEeAeHUSIMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNeKTyarnbHy COBCTBEHHOCTb Ha NpoM3BeaeHUS
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYeCTBE rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPy aBTopa He ByaeT HanpacHbIM, AacT emy
crnpaBeaniuBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTaTax CBoero Tpyaa, nofyvmTb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelleHnsa aBTopa He MOXeT BOCMPOM3BOaUTb
€ro npousBefeHne, pacnpocTpaHaTb, Ny0NnMYHO 4EMOHCTPMPOBaThL, NpoAaBaTh,
MMNOPTUPOBATb, MycKaTb B NPOKaT, NyGNmMYHO UCMOMHATb, MOKa3biBaTbL/UCNONHATL B
achupe unn pasmewatb B VIHTEpHETE.

Mcnonb3oBaHme «nNMpaTCcKoro» NporpaMMHOro o6ecrneyeHmst MoXeT NMPUBECTU K MHOTM
pyckam: OT NoTepu AaHHbIX K TBOMM akkayHTam [0 6r10KMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOBINEHHbIV He feranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO
CyLLeCTBYeT feranbHble 1 6ecnnaTHble NPorpamMmmbl, KOTOPbIE MOXHO HaTU B CETW.

O nopTane

CeTeBMYOK.pp - TBOW rMaBHbIN COBETHMK B CETU. 34€Cb Thl MOXELLUb Y3HATb O
6e30MacHOCTM B CETU NOHATHBIM U AOCTYMHbLIM S3bIKOM, @ NP BO3HUKHOBEHWM
KPUTUYECKON cUTyaumm obpaTUTbCS 3a COBETOM. A TakKe NPUHATb y4yacTue B
KOHKypCax 1 cTaTb caMbIiM LMUPPOBLIM rpaxxgaHMHoOM!



